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[l 3Z418&: Wizard Spider
[*] Operations Flow

AH 2F
e T TN

[*] Attack Phase

Phase

Number

Phase 1 o ol s S HeE
A

rundll32.exe Z2HAE Z2st0f S 2% Comma
Outlook scraperE Sl ALEX}
Trickbot(uxtheme.exe) @ HICE MBI

Phase 2 HHE Trickbot AHYIEE FQ ALH HHE =&
Ticket B2 E HIEIOE 7
=

A
=
O|SE ~HELICL VE 25

| =2 SALR, SAM G
Phase 3 DCZ ZT0|SE Trickbot2 Al&d {X % Adfind =
IR R E 22 Trickbot(uxtheme.exe) 244 TEE A

H0{7t RSA-2048 % AES-256 Z2|E WA S B

XA 2R3 48BAS SFRME 7|UteR 2 2 AO|H 2[™ (BPFDoor
SN | | £2)9 X7 HEEH OO {F HEo 4XS59 37 MA YHFIIE Al
ool sk, 2t ZAT|YOo| st EX| M2 ==t
i3 MEE Al 331 A HEfel 34 AEQt 2t SAES B [sh=0 Zast X &
2 4%
Ol ELAZE | o FY F BA|ZE * F8~10A[7H 28 Al 3BHECE QIF
FaHs
ot He HEUHE
HEE 34 25 e
HEE 34 2= Vi
== 34 B= g
g2 34 X B Y
EFH MELHE
A WS APT 34 AHIE ZASHD, 34 JA HHF2|0f tfst SH4ZEE 245ty dA 34
2 ASste AS SRE FULC

Wizard Spider= &2 Trickbot WZ HROZE Ae{Zl 2{A[of 7|8t MA+ HE OAF/LICH 2018 8
& Wizard Spider= Trickbot 2ZEQ|0{0f Ryuk THMYO] HHZE 7ISSHA St= 7ls2 F7IEH
Ch Ol Qs =2 AU == HE K22 fI6f U2 =EE HELE 4= "big game
hunting" ZAm| Q0] HMESLICH FHEDSH Ryuk SZA0|&= Universal Healthcare System H&, O
= Ao X EZ2I0t F HE F MRL B 7|Y0| ZaELCH

| 94 Word document D}l 2 Di32 H¥ES Sof ALEX PCO| HERLICH EHE 02 2E €2 MHE 83l 7} HOIZES CHRE
)

ICh ES
oY etA0lAM Credential H2E S3[ELICH E%[E Credential HEE St 22 TPl HER 3 SAER WinRME St 8 0|58 350

£| NTLM $AIZ2 Brute Forcingstnl E0iel HES2{0l cfet AY RS SFULICH Y3 ADTLE Sof Soj9 HEE2AR WinRME 52t S8
4

AN H

Summary

C 2D gscript.exe %
g

nds A %“E. rundli32.exeE E6i A=l Emotet(adb.dll) $ETE= AP} Al A My £E|( U R SHE gxlstn

4

(=%l)5t Rubeus 27 =& =3l Kerberoasting 23S +HELICH Kerberoasting 24 +H8S S8 2%|El Kerberost
E|

=sa 58

OlEf 0|4 YIS B3t AT B HE LU
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[*] Infrastructure

HostName os

CHEIRON Amazon Linux2

FOXTROT Windows 10 Pro - 10.0.19045.2965
ECHO Windows 10 Pro - 10.0.18045.2965

ALPHA Windows Server 2019 Datacenter - 10.0.17763.3650

Role

Linux Workstation(Attacker)

Windows Workstation(DU)

Windows Workstation{DU)

Windows Server(DC)

1P

cheiron.somma.kr

192.168.1.15

192168114

192.168.1.10

[*] Operation Flow

Step 1 — Initial Compromise

Step 2
Emotet Persistence

HOST - SOMMA\FOXTROT [

) |

Step 3
Emotet Host Discovery

Step 3
Ingress Tool Transfer (Scraper)

192.168.1.15/24

Windows 10 (19045.4046) [

Step 3
Credential Collection

J |

Step 1
[ Spearphishing Attachment

Step 4
Ingress Tool Transfer (TrickBot)

Step 5
TrickBot Discovery

[(

St

-

M CHEIRDN

Step 6
Ingress Tool Transfer (Rubeus)

192.168.1.14/24

Windows 10 (19045.4046) [

Step 6
Kerberosting to DC

J

=

Step 7 — Lateral Movement

Step 7

HOST — SOMMA\ALPHA

Ingress Tool Transfer (TrickBot)

Step 6
Password Cracking

pm—————

[

Step 7
TrickBot Persistence

L

8

i &

Step 7
Dump AD Database

Windows Server 2019

[*] Emulation Plan

Script
@ Disable Windows Defender

@ Install Microsoft Office 2013

B Windows Remote Manageme
nt

B Microsoft Word, Outlook Sec
urity Settings

B .NET Framework 3.5
B SPN Settings

B Wizard Spider Setup

¢ |

Step 8
Ingress Tool Transfer (Ryuk)

&

192.168.1.10/124

Step 9
Ryuk Inhibit System Recovery

al

Step 10
Ryuk Encryption for Impact

)

Description

|8H MS Windows DefenderE H| 2ot HL|CH

4o

ZBE Word 240|182 T 2 {8 MS Office 365 BT Word

M
Ly

Lateral MovementE $#512| 2131 WinRM 7| R EEEIES

Microsoft Word2t Qutlook0ll Lt 2ot #8S HEELICH

Rubeus =3 AH22 $I8H .NET Framework 3.5 &X|ELICH
HEFLICH

Kerberoasting2 98§ SPNE

Wizard Spider AlLI2|20(1M AHRSH= Setup A3 EQILCH

HostName Source ID

FOXTROT ECHO ALPHA 1
FOXTROT 2
FOXTROT ECHO ALPHA 3
FOXTROT 4
ECHO 5
ALPHA 6
CHEIRON FOXTROT ECHO 7
ALPHA
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*] C H I | -
[ THAE 343E
1.B T1204.002 | User Execution: Malicious File

FOXTROT 192.168.115

Somma®| User Foxtrot= HILE0IA 2t FAE LH2RE &0 MMSIL|CH

1 Add-Type -AssemblyName UIAutomationClient 2 O
2 Add-Type -AssemblyName UIAutomationTypes
3 Add-Type -AssemblyName System.Windows.Forms
4
5 Start-Sleep 3
&
7 S$outlookID = (Get-Process -Name "outlook").Id
8 $loopcondition = $false
9 while (-not $loopconditien) {
18 $root = [Windows.Automation.AutomationElement]::RootElement
11 $condition = New-Object Windows.Automation.PropertyCondition([Windows.Automation.AutomationElement]: :ProcessIdProperty, $outlookID)
12 $outlookUI = $root.FindFirst([Windows.Automation.TreeScope]::Children, $condition)
13 $condition = New-Object Windows.Automation.PropertyCondition([Windows.Automation.AutomationElement]::ControlTypeProperty, [Windows.Automation.ControlType
14 $dataltems = $outlookUI.FindAll([Windows.Automation.TreeScope]::Descendants, $condition) | Select-Object -First 5
15 foreach ($item in $dataTtems) {
16 if ($item.Current.Name -like "*#{ATTACKER_SENDER_NAME}x") {
17 $x = $item.Current.BoundingRectangle.X + 1688
18 $y = $item.Current.BoundingRectangle.Y - 5
19 [System.Windows.Forms.Cursor]: :Position = New-Object System.Drawing.Point($x, $y)
20 Start-Sleep 1
21 $item.BetCurrentPattern([Windows.Automation.InvokePattern]::Pattern).Invoke()
22 $loopcondition = $true
23 }
24 1
25 if (-not $loopcondition) {
26 Start-Sleep S
27 4
28 1
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